Info Flyer - VPN Token Migration [l

For technical and cost optimization reasons SMA is migrating to a new One Time Password (shortly OTP)

Solution.
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The old Activeldentity (white) tokens will be replaced by digital SafeNet Smart Grid Code (pattern).
These Grid Codes will be generated on the SSL-websites by selecting a personal sequence on top of a
dynamically changing grid diagram.

Please use the step by step Instructions on the next page to activate your new Grid Code.

Important:

e The old (white) token will work until March 31 2014.

e After activating the Grid Code do not use the old (white) token any longer as this leads to
an automatic locking of your VPN access!

e The self-service email/link will be valid for 4 Weeks.

o Make sure that you send back the old OTP Token!
If you are located in a subsidiary please send back the old tokens in one batch via your
local IT coordinator.
If you are located in Niestetal please send the Token to IT Service via internal mail.



Grid Code self-assignment procedure
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||| Betreff:  SMA SSLVPN Token exchange - SMA tauscht alle SSLVPN Token!
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Hello Sebastian Bra etz:
SMA is exchanging | VPN Tokens. Your old Token will work until end of October 2013 or until you activated your new Token.

Please find a flyer ¢ | how to activate your new Token here:
http://www.sma.d. /fileadmin/it/vpnmi pdf

When clicking on the link you will see

If you are an SMA e ployee, and do not have your token yet, please wait for it to arrive. Contact SMA IT Support if it has not
arrived two weeks | teryou received this E-Mail. Please mind the shipping time from Germany to you country!

. ‘When you have rec ived your token please go to the Self-Enrollment URL:
the se|f enro||ment poge fOF smdrt ||| https://se.safenel | feom/seff /index.aspx ?code=xVDuwniCISmgQG510WeivycOL
Grids If you are not an SMA employee but an external partner you will not receive a Token. Please ga directly to the Self-

Enroliment URL:
https://se.safenet-inc.com/selfEnrollment/index.aspx Pcode=xVDuwniClSmyQG510WeivycOL

If the URL does not work, please copy and paste it to your web browser.
‘ If you encounter any problems please contact IT Support via extension -2400 or via email: t.support@sma.de
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SMA Solar Technology AG Token Self-Enroliment

Here you have to select a random

sequence in the grid (example manually

marked blue in the following

screenshot).
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Select a PIP using the grid. Try te pick a pattern that would not be easily guessed
by somecne else, Minimum PIP Length: 6.

Enter Value:
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Select a PIP using the grid. Try to pick a pattern that would not be easily guessed
by someone else. Minimum PIP Length: 6.

Now please enter the selected Enter Value:
Grid Code (PIP) in the text box G m4nF30iJQb
below. |

Your token has been successfully activated. Please remember your User ID below.

User 1D : Test
The next step verifies that the Grid -

sequence is configured successfully. | Ckwe

The new Grid sequence can now be used for the SSLVPN Website to generate Grid Codes!

Remember your Grid sequence and not the Code!




